
Rubric for SO1, PI2 in CIS 122
SO1: Analyze a broadly-defined security problem and apply principles of cybersecurity to the design and implementation of solutions.
PI 1: Apply secure coding principles to the design and implementation of software or scripts that take input from an untrusted source.

Brief Description of Assessment
Input Validation - Students are asked to design and implement a program that fully validates its inputs, and to create a test plan for verifying that
the program works correctly on both valid and invalid inputs.

Assignment
CIS 122 Lab 04: Input Validation
Write a modular Python program that validates fully validates user input. Your program must meet the following requirements:

● It must have at least one input and at least one output.
● It must validate the user input. This means the user is not allowed to just enter any value. You must check the value, and ask the user to

enter it again, and repeat this loop until the user enters a valid value.

You must also create a test plan for your program. The test plan document should meet all of the following requirements:

● Write the test plan as if for someone who cannot see your source code (utilize black-box testing). They can only run the program, provide
inputs, and observe outputs.

● For each test case, include at least the following fields: Summary, Test Procedure, Test Data, Expected Result. Feel free to add more fields
if you want to. (See Test Case for additional fields.)

● Include test cases for all important categories of input (valid, invalid, boundary, etc.). If your program passes every test case in your test
plan, you should be confident that it functions correctly.

● Be sure to run your program against the test plan to determine its correctness, and fix any bugs found.

Rubric
PI: Apply secure coding principles to the design and implementation of software or scripts that take input from
an untrusted source.



UNSATISFACTORY 1 DEVELOPING 2 MEETS EXPECTATIONS 3 EXCEEDS EXPECTATIONS 4
Invalid inputs are
rejected.

Some invalid inputs are
correctly detected by the
program.

All invalid inputs are
detected and rejected, but
the user isn’t given an
opportunity to supply
valid inputs for all inputs.

All invalid inputs are
detected and rejected.
The process repeats until
the user enters a valid
input, however the user is
not given clear guidance
on supplying a valid input.

All invalid inputs are
detected and rejected.
Clear guidance is given to
the user on how to supply
a valid input. The process
repeats until the user
enters a valid input.

Test plan is complete. Some categories of input
are covered by the test
plan.

Most categories of input
are covered in the test
plan, however some
categories may be
underspecified, or
acceptance or rejection
criteria may be
incomplete or unclear, or
there may be many
redundant test cases.

All important categories of
input are covered, but
passing all the test cases
may not ensure that the
program works correctly
for all inputs.

The test plan covers all
important categories of
input without excessive
redundancy. Each test
case clearly specifies the
nature of the test case, its
test procedure, the input
value, and acceptance or
rejection criteria.


