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CTE Annual Assessment/Reassessment  Report Template

The purpose of CTE program-level assessment at PCC is to look at student achievement of

degree and certificate-level outcomes and to help faculty focus on how to improve student

learning based on assessment.

Please choose one or more of the degree and/or certificate outcomes that were part of this

year’s Summary Data Report, and provide a more in-depth explanation of your assessment

process, results, and how this might be used to enhance teaching and learning.

This form is to be used for both  first-round assessments (first time the outcome is assessed)

and for re-assessments (a follow-up for the initial assessment of the same outcome). Note that

questions marked with an asterisk* indicate that the accompanying help document includes

information relevant to that question.

Submission checklist
Due by June 24, 2022:

● Full report
● Numerical results (disaggregated data or raw data) and data analysis as an appendix.

On completing the full report, please email it and attachments to learningassessment@pcc.edu.

SAC Assessment Contact(s):

Name e-mail

Marc Goodman Marc.goodman@pcc.edu

1. Which SAC do you represent?

Computer Information Systems (CIS)

2. Which outcome(s) is/are reported here?  (Please provide the text of the outcome, and

the degrees/certificates to which it applies).

AAS-CYBR: SO1: Analyze a broadly-defined security problem and apply principles of cybersecurity to
the design and implementation of solutions.
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3. Please share how the outcome(s) were assessed to help us understand your process for

assessment.  Please attach a rubric, sample score sheet, or other assessment tool.*

The degree outcomes has been further divided into the following performance indicators:
● PI 1: Analyze the elements of a system or process, determining their security

requirements.

● PI 2: Apply secure coding principles to the design and implementation of software or

scripts that take input from an untrusted source.

● PI 3: Apply security settings to a server operating system.

Each performance indicator is assessed separately, in a range of classes that are required to
complete the AAS-CYBR degree. This report focuses on PI 2, “Apply secure coding principles
to the design and implementation of software or scripts that take input from an untrusted
source.” The PI is assessed in CIS 122, our Introduction to Programming Logic course, which is
an introductory course on writing computer programs in the Python programming language.
Lab 4 of CIS 122 concerns the topic of input validation, and students are asked to both write a
program that validates all of its inputs as well as to write a test plan that can be used to
determine whether or not the program works correctly. See Appendix A, “Rubric – SO1PI2 –
122Lab4 – InputValidation.docx” for the rubric we use to assess PI 2, along with actual text
from the assignment. There was a norming session on scoring against the rubric that included
both full-time and part-time faculty, and a pilot scoring project in Spring of 2021 that
included all of the active CIS 122 instructors (both part-time and full-time). The assessments
were also administered by both full-time and part-time faculty. However, in the interests of
consistency, the scoring of the student artifacts for this report were conducted by the lead
instructor for the course.

4. Please include information about your benchmarks (the scores that indicate successful

attainment of the outcome), and how they were determined.*

The PI is assessed using two dimensions, D1: Invalid inputs are rejected; D2: Test plan is complete.

For D1, our benchmark level of performance is a 2 on the rubric, which is described by the following
text, “All invalid inputs are detected and rejected, but the user isn’t given an opportunity to supply
valid inputs for all inputs.” We selected this level of performance as the benchmark level because it is
the minimum level required for a program to reject all invalid input, which is the level required to
prevent a common class of exploits knows as “injection attacks.”

For D2, our benchmark level of performance is also a 2 on the rubric, which is described by the
following text, “Most categories of input are covered in the test plan, however some categories may
be underspecified, or acceptance or rejection criteria may be incomplete or unclear, or there may be
many redundant test cases.” We selected this level of performance as the benchmark because it
generally includes coverage of all of the program inputs to some level. This indicates an awareness on
the student’s part that all inputs to a program must be checked for validity and tested in order to
verify that the program works correctly.
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For both D1 and D2, our goal is for 70% of all students in CIS 122 to meet our benchmark level of
performance.

5. Please provide data collected in the assessment of this outcome (including score

distribution and percent of students meeting benchmark).  Summarize your findings in

the box below. Attach supplemental information or appendices. For this report, please

do not include student and instructor identifying information, but you can assign an

arbitrary identifier, especially if you wish to reference individual scores in your

discussion.  

There were 7 sections of CIS 122 in Winter, 2022. In total, 114 students submitted
artifacts for Lab 4, our input validation lab. We assessed all student artifacts on both
D1 and D2. Full scores are included in Appendix B, “Appendix B - SO1PI2 - 122Lab4 -
Sanitized Scores.xlsx”. Our aggregated results are summarized as follows:

D1 Score Count Percent

0 4 3.51%

1 37 32.46%

2 6 5.26%

3 34 29.82%

4 33 28.95%

Met %: 64.04%

Did Not Meet %: 35.96%

D2 Score Count Percent

0 13 11.40%

1 21 18.42%

2 26 22.81%

3 41 35.96%

4 13 11.40%

Met %: 70.18%

Did Not Meet %: 29.82%

# Dims Met Count Percent

0 20 17.54%

1 35 30.70%

2 59 51.75%

Met %: 51.75%

Did Not Meet %: 48.25%
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6. Please discuss your overall findings regarding student learning. (What did you learn from

this assessment? What insights into student learning did you gain? Were there any

surprises? Do the data make sense? How do the data relate to student learning?)*

We did manage to meet our goal of 70% of our students meeting the benchmark level of
performance on D2 (70.18%), in spite of approximately 10% of the students in the class
scoring 0 on that dimension because they did not submit test plans along with their
programs. We did not quite meet our goal on D1 (64.04%) because of a large percentage of
students who scored a 1 on that dimension, “Some invalid inputs are correctly detected by
the program,” but did not reach a level of 2, “All invalid inputs are detected and rejected, but
the user isn’t given an opportunity to supply valid inputs for all inputs.”

For most of the students who scored a 1, there was at least 1 input that the student didn’t
“realize” needed to be checked for validity. Typically, that input was a piece of text, such as
the user’s name or the name of an item or activity, that could come from an unrestricted set
of answers (e.g., What do you want to buy at the store? What is your favorite animal? What
city do you want to travel to?). The students felt that since the answer could be almost
anything, there was no need to check that the response was valid. However, such inputs can
still be checked for length, the presence of alphabetic characters, etc., and this is something
we can emphasize in our instruction for this topic. A second common issue was not fully
validating some inputs. In particular, it was common for students to ask a yes-or-no question,
and then to treat any answer other than “yes” the same as if the user had answered “no.” For
example, “Type yes to run the program again.” However, level 2 of dimension D1 requires
that all invalid inputs are detected and rejected, and that would include answers to yes-or-no
questions that were neither “yes” nor “no.” This issue could also be emphazised in our
instruction for this topic.

There were also a large number of students who earned a 3 on dimension D2 instead of a 4
because they didn’t include all boundary conditions as test cases in their test plans. In
particular, it was very common for a student to boundary check that a numeric quantity was
greater than 0 (for example, the price of an item at a store, the distance traveled, the weight
of a pet, etc. must all be positive quantities), and to include a negative number and a positive
number as test cases for checking that condition. However, most students failed to also
include the value 0 as a test case in the test plan, and in fact, a fair number of student
programs did not handle the value of 0 correctly. This example matches the language of level
3, “All important categories of input are covered, but passing all the test cases may not
ensure that the program works correctly for all inputs.”
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7. Please reflect on the entire project and share how your CTE SAC will use the results to

improve student achievement of this outcome. Are there changes that need to be made

to improve teaching and/or learning?*

Given the difficulty of writing correct and secure code in an introductory programming logic
course, and the number of situations that need to be considered when writing a program
that fully validates its inputs, or a test plan for verifying the correctness of the program, we
consider it fortunate that relatively small changes in our instruction should be able to bring
about significant improvements in mastery of the topic. We do plan to make additions to our
instructional materials to cover these topics and to reassess this student outcome after the
changes have been implemented.

8. What changes do you plan to make to your teaching and/or your assessment of

this outcome in the future?*

We plan to extend our instructional materials to include:
● Fuller discussion of boundary conditions when testing numeric values.

● The importance of validating all user input, even when the complete set of possible

answers cannot be enumerated.

For our assessment of this outcome, we plan to use multiple scorers on this outcome going
forward.

Has the outcome been assessed before? (If not, skip this question).

9. Were any modifications to instruction implemented between the prior

assessment and this one?How did the SAC use the information from the initial

assessment to inform the reassessment of the outcome (i.e. “closing the loop.”)?

How did the assessment methods and results compare with the prior

assessment?

N/A
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To help us understand your SAC’s overall processes, please complete

these additional questions.

1a.Was the SAC able to include Part-Time (PT) and Full-Time (FT) faculty for this

assessment? If PT faculty did not participate, please explain any barriers that might

account for this fact.

PT and FT faculty designed and administered the assessment. There was also a norming
session and a pilot scoring session with participation by both FT and PT faculty. However, for
consistency, the student artifacts gathered for this report were all independently scored by the
lead instructor for CIS 122.

1b. How do you plan to share this information with all members of your SAC?

Results will be sent to the SAC through the SAC email list, and will also be discussed at the next
meeting of the Programming Subcommittee. There is also a group of instructors who are actively
teaching CIS 122 and developing the course shell, and there will be a discussion of these results
presented to that group.

2. Are there any areas that you might want help with from your CTE coach? Please let us

know.

Not at this time, thank you!
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2b. Identify any barriers to participation in learning assessment within the SAC. Describe

any external factors that got in the way of learning assessment this year -- for example,

funding, time constraints, cancelled courses, faculty workload, etc.

CIS 122 is a Gen Ed course and we rolled out our Signature Assignment for the assessment of
Quantitative Reasoning this year. As part of that roll-out, we also rolled out a new version of
the CIS 122 course shell, and then collected feedback from the CIS 122 instructors on revising
the new version of that shell. Then, we worked with an instructional designer from Online
Learning to incorporate that feedback into the CIS 122 course shell. The instructional designer
was also the designer for our CIS 133Y shell that was developed under the STORI project. So,
lots of changes going on, and a big part of the reason we didn’t want to further burden the CIS
122 instructors with coming on board to score the student learning outcome we’re reporting
on here. But, it does give us a good opportunity to implement changes to our lesson on input
validation as long as we’re already making major changes to the CIS 122 course shell.

3. Is there anything else you would like to share with us? Please let us know.

We’re glad that the LAC continues to be faculty led and that assessment is still aimed at
continuous improvement of instruction rather than just gathering summative data for
accreditation reporting. Please keep doing that.

Thank you for completing this report!

We hope this has been a useful project to help your CTE SAC assist your students!
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